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sequence D the carrier shall be modulated with the subcarrier for the first
half (50%) of the bit duration

sequence E the carrier shall be modulated with the subcarrier for the
second half (50%) of the bit duration

sequence F the carrier is not modulated with the subcarrier for one bit
duration

logical “1” sequence D

logical "0" sequence E
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UID 5,5 & jmamio awlls -4-Y

b oli—¥
ATA Answer To Attrib
ATQ Answer To Request
ATQA Answer To Request of Type A

ATTRIB PICC selection command

BCC UID CLn checkbyte, calculated as exclusive-or over the 4 previous bytes

ClLn Cascadeleveln,3>n2>1

CT Cascade Tag, ‘88’

CRC_A Cyclic Redundancy Check error detection code defined in 6.1.10
DESEL Deselect Command

E End of communication, Type A

EGT Extra Guard Time

EOF End Of Frame, Type B

etu elementary time unit. Duration of 1 bit of data transmission.
FGT Frame Guard Time

fc carrier frequency (13,56 MHz)

fs subcarrier frequency

ID IDentification number

Yy



INF
LSB
MSB

N
each slot

NAD

NVB

PARAM
PCD
PICC
PUPI

R
sequence

REQA
RFU

S

SAK
SEL
TRO

TR1

Mmelec.ir  cosd sl oli + Sy S0 S8 Gl o3 + OB o2 sl s
INFormation field belonging to higher layer
Least Significant Bit
Most Significant Bit

Number of anticollision slots or PICC response probability in

Variable integer value as defined in the specific clause
Node ADdress

Number of Valid Bits

Odd parity bit

Parameter in Attribute format

Proximity Coupling Device (Reader)

Proximity Card

Pseudo-Unique PICC Identifier

Slot number chosen by the PICC during the anticollision

Request Command, Type A

Reserved for Future ISO/IEC Use

Start of communication, Type A
Select AcKknowledge

Select Command

Minimum delay of silence between PCD off and PICC

Minimum subcarrier on duration before PICC data transmission.

UID Unique IDentification

UiDn

YA

Byte number n of unique identification,n >0
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(E) communication
(S)
(n* 128 + 20) / fc

A
4
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1st bit transmitted parity End of

cotrmunication
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03l G oy 3T 5l o3les e S il JelS sols ol G5l o ol - FULL BYTE cJl>

Caomd 0310 Cn 1,31 5l d S3195 Can e B3 7 0l ol SO (9,0 2l SPLIT BYTE cJl>

Sgs gl adlal o

&S e aseiee |y Can Uil s 5 9 JSs SPLIT BYTE, FULL BYTE slidl> 1y 55 sldleo
Standard frame, split after 4th complete data byte

SEL NVB ulDO uiD1  UID2 UID3 BCC
|S|11001001 |1|00000010[0]01001100[0[ 00001000|0 11010101 |0| 10110011 |0| 00100010|1|E|

‘93 ‘40 32 “10 ‘AB’ ‘cD ‘44
Anticollision frame, part 1. PCD to PICC
/\
/ N\
5[ 11001001 |1/00000010 |0] 01001100 [0] 00001000 [0|E]
T Anticollision frame, part 2: PICC to PCD
/\
First bit transmitted / N\

|s|11010101 |0]10110011 |o|00100010|1]E|

!

First bit transmitted

FULL BYTE CASE . 1,5 copy 510605 3 55 oy JUil 5 _cawsloles : T-Y-Y S
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Standard frame. split after 2nd data bvte / 5th data bit

SEL NVB UlDOl UlD1 UlD2 UlD3 BCC
Is| 11001001 [1] 10100100 [0[01001 100]0] cooo1000 [o] 11010101 [0 10110011 [o] 00100010 [1]E]

‘93 25 32 | 10 ‘AB’ ‘CcD’ ‘44

\

Anticollision frame, part 1. PCD to PICC
7\

7 N
Is] 11001001 [1] 10100100 |0]01001]E]
T Anticollision frame, part 2: PICC to PCD
A\
First bit transmitted 7 N

5] 100[x] 0ooo1000 [o] 11010101 [0] 10110011 [0] 00100010 [1]E]

!

First bit transmitted
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HALT
Command

WAKE-UP
Command
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POWER OFF

State

Reset
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State
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POWER-OFF <> —\-Y-¢

S paie 5 adsi S oles Wl ool 2 S (ST 63 0se s 4 PICC >l o

IDLE cdl> —Y-Y—5

3)lg el ol as WL PICC s Jlad 0 o jo oo asuin b iS5 Tas Soe 4 Gylase a0 5l o

READY cdb> -Y-Y-¢
Sloj g 958 8L o wake-up L REQA s ply G aS 058 (0 0,ly > ol 4 Sy PICC

S g JFI 0 i,y Sl ol j 09 oo gyl Sl ol 5 9 Sl g olales T UID as

o=l o UID (0,41 cewss gl o Cascade | >1pe 09 Jlasl Wiy oo 6,508 J305 0o Jbg, o b

ROVIPPER SN[

ACTIVE cJl> —F-Y-¢

595 bl TUID Lawgs PICC a5 55 oo 3,y <l ol 4 o
HALT cil> —5-Y-#

PlF 5w S hawgi b F-Y-F 50 ol ools s gy HALT jgiws b aS 05 o > (pl 01y Sibej
Lis WL PICC &G cdl> ol 40 2098 Lol oais s ISO/IEC14443 51 iz cpl j0 a5 5,5

W3S o e READY > 4 1, PICC a5 daay s> WAKE-UP s 4,

Aol R 5,5 aulese &S i (gam Dlbls )l 51 G e o siws HALT cll> 0 S PICC : S5
S¢ Jloe!l WAKE-UP | giw0

AY
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Ol ygwd —F-F

D3l o le g oo ooliinl PICC wiz s b3, o pote sl PCD Lawsgs a5 51,500
PEQA =

WAKE-UP s

ANTICOLLISION s

SELECT

HALT s

S oo ooliiul oad 00ls s Sl g a2 Sl 5 Sl jgtws o)
REQA ,giws —V-Y-#

D53 oo Jloyl Blowe 9,0 A g9 sla PICC 25 PCD Lavsgs jgws (4!
WAKE-UP ,giwo -Y-Y-#

50,5 s 0)lugo READY il 4y b s ol HALT cls a4y a5 ol PICC 5l 551 j5ius o

Aisles &8 b san] Gl g J3las oo slaaig, j0 wb il ogs o Jlo,l PCD lawgs

RRV- ° QL..M.’ ‘.A....SLSA oolaw wb})d p.’).‘i g,JLe )‘ as WAKE'UP,REQA 6)|~.\fAS Y-y-v J5A>

AA
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C/wal?)b YQJ)B (5)‘&5&5 :Y-Y-Y J55\:>

b7 b6 bS5 b4 b3 b2 bl Meaning

0 1 o 0 1 1 0 |°26°= REQA

1 0 1 0 0 1 0 |%2°=WAKE-UP

0 1 1 0 1 0 1 |35°= Optional time slot

method, see Annex C
1 0 0 x X X X |°‘40°to “4F’= Proprietary
1 1 1 1 x X X |78 to*7F’= Proprietary
all other RFU

SELECT ,gws g ANTICOLLISION g -Y-Y-#

SELECT 5 ANTICOLLISION &fjgiws aigds (oo eoliwl J3a5 as dil> S Gaw j0 &ljgiws o
- ol

(ol V) SEL bl oS #

(b SO NVB e slpo olows

S e asein |y (CLn) Cascade al> o SEL .NVB jlais b @lkas UID CLN ools cu £+ 6+
QS oo asine |, PCD Lawgs JLo,l VIPCLN |, 1iae slos sloss NVB

B PICC a8 Lo wad o oomel U310 05 5t wads lii | yuime ¥+ NVB a5 Sloj b2 53
CRC- %, (NVB="70") aas ;Lii |, UID CLN ool <o ¥+ NVB ST 0ks o 3L READY b
il 08,5 byl 1, 355 LelS UID PICC 81 55 o o0l SELECT jgiss oyl 05 daads ik A
i 3 ol JolS UID oS ams o oyl 955 SAK sealy 1 5 35, oo ACTIVE 4 READY > |
T8l al o b sy 5105 s dil> S 0yl PCD g owile 3 READY > o PICC o200 (]

&S s5lail 1, sCascade asl

A4
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HALT gws -F-Y-#

L La PICC (slogealy 51555 Lo oo 3 lkil &0 4 sl 45 055 o ol ¥ olis 5 o
pas olgie an ol b Fuly ol il HALT o8 LU 5o 4l Joe SO Do [0 SeewVie po

ol Jol o —F-F

Sl ol ye &l gl V-F-5
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ISO/EC 14443-3

[ START J

s

l Send REQA |

v

| Receive ATOA |

specific anticollision bit frame anticollision

Check ATQA

h 4

Select
cascade level 1

v v

Increase Perform bit frame
cascade level anticollison loop

UID complete,

PICC not compliant to
ISOAEC 14443-4

UID not camplete
Check SAK

UID complete,
PICC compliant to
ISOAEC 14443-4

ISOAEC 14443-4

|
v | | v
|
! I
Specific : | Specific
frames I Proceed with commands and protocols I commands
and : defined in ISOAEC 14443-4 | and
protocols | : protocols
I
. :
l

PCD (sl J5165 0 g (g3l o, & ylrglis s $-YF IS0

ATQA Cuslgs ) & ewly ~V—F—
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Hliole ATQA lojes j3b 4 b PICC den s Jlw )l PCD Lwg (REQA) calss (o jgiws 5l o

Al oals (6,138 05 eols Coub g0 o cawlin S0 ws O jgo @ a5 WS o Jloyl

oals e OR po L o ATQA (5 o a5 020 oo aout ol S oliS 50, (V) b olgie & ATQA

Ry

ATQA (50, —\-Y-F-5

MSB LSB
bi6 | b15 [ w14 | b13 | b12 [ b1l | b10 | 89 [ b8 | b7 | b6 [ bS5 | b4 | b3 | b2 | bl
RFU UID size | RFU Bit frame anticollision
bit frame

ATQA 550, : Y=Y Jsor

Camr JFI5 05 8 6l 6,550, (ol ~Y-Y-F-5

Qiil oo UID o3lail sasas oLz b8,b7 slozs : V 8

il o WS s a8 sams oLas b asl (1) b ol b5,b4,b3,b2,b1 o s 5l 1 ¥ 8

| [ Cimm  Hia- . 1

bs | b4 | b3 | b2 | b1 |Meaning

1 0 0 0 0 |bit frame anticollision

0 0 0 0 |bit frame anticollision

0 0 1 0 0 | bit frame anticollision

0 0 0 1 0 |bit frame anticollision
sl - 0-Y-Y Joo 0 0 0 0 1 | bit frame anticollision

All other values RFU
b5 Lsbl

ay
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ol g J:‘.b KV N O 4
Cascade al> o of jodr & S5 105 s ails> —V-Y-F-#

pogh Jlesl Jla as adls> o b 5 et )sN!

— welaz! Cascade al> o 5 bl J35 0s 95 4y bgype oS ol e & SEL WL PCD 1Y o8

NEV-.N)
&S aseiee |, €Yoy JJaie LNVB 0l PCD : pg0 o8

ol s 5 aS o Jloyl 1 355 UID 5l Caond gt PCD aS S o msedos e ol S35

&S o 055 JolS UID CLN Jls )l 4y jouma |y lowe 49,0 slo PICC ass 5w
&S oo Jloyl 1, NVB 4 SEL (PCD : Y oI5
BS Jloyl ]y 093 Jel5 UID CLn sl yloce (49,0 sl PICC 5 4o : F o8

i ST ley ol 5o «yls 5,8 4 pasie Jb e o)l lawe 9,0 o PICC a5™ 58 ulL: 0 o8
0asob ol Ve L7 le olS wans I3l e ST .a0s o0 ) S5 S wars &l PICC S

g 48,8

S plolih |, J55 sl ol b PCD 5 015

Sl 0S asin |, UID CLN yotes Ly slows a5 0iS s 5,9k |, NVB laia PCD : V 4l8
aS wesb (M b L Gio) b U wslsl 4 J5las g48g 51 b 3L ,0 UIDCLN 5l ctend wob i

A8 oo 3Ll (D) D e 10 Ygone 058 oo S5l PCD Lo

S ol peine sl 055 ol an 4 SEL s NVB PCD : A 415

¥



Mmelec.ir  cosd sl oli + Sy S0 S8 Gl o3 + OB o2 sl s
3wt PCD by Jlo)l pitme slpsiosw b ol LT UID CLN ceod a5 sl PICC L@ Qo8

Ssles Jleyl 1y se5 UIDCLN (5 ady &b

Al oo VY b ddl> olass mSTas 008 LG AL # ol wlo ) J3las 5L S1:) - 65

LS oo Gere €Y o» Jlade LI, NVB PCD wlas #, Koo L3las S1:1) o8

5,5 wlem Jluyl 1) JolS UID CLn PCD aS 0iS o cpuess oo cpl 0,535

&S oo Jloyl IS CRC-A pimon s UID CLn s £+ ol o & NVB, SEL PCD : VY o8
QS oo Jloyl 1y 043 SAK o)ls csllae ¢ $+ L T UIDCLN 45 PICC : VY o8

cdle 5l g wiS Loyl sass ST Cascade ey ol jos 43 SAK oyl PICC sl Jols UID 3121V F o5

55,2 ACTIVE 4 READY

o LLPCD: 0 N
START of
_ anticollision loop
1) SEL = code (cascade level)
Cascade ¢ 4 i g
2 NVB := '20' @ NVB := '20' + coll
sle adl> s g5l I T SAK
Transmit Transmit
‘ 3 . @ anticollision command @ anticollision command .
S 6 N— ; 6 —
=1 o J [SELINVE] UIb CLn ]
s Cascade [ | l I s
)p L> @ Receive UID ClLn @ RPT-3
coll := Position of
first collision o

@

Transmit
@ seloct command

(SELINVEIUID Cln T CRCA ]
¥ ‘

@ Receive SAK ]

|

END of
anticollision loop
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PY-Y-Y S

1, PICC (g 0,5 sl 1, Ve 5 Y olpo Wil oo PCD il s a5l PICC o5, UID 51

b7,b5,b3 : \See clolaie ol ) : Job

b8 b7 b6 b5 b4 b3 b2 bl |Meaning

0 1 |93 Select cascade level 1
0 1 0 1 |95°: Select cascade level 2
0 1 1 1 |97 Select cascade level 3
other values RFU

0
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i sal s ol + S5 S B sl 055+ R o) al il

SEL (s Ja5as : # -¥-Y Jgaxr

(juizo gleeins 310ni) NVB (6 ) 5oy - ¥ Y- F—5

ol Ve sb

S Lol au A o e e 00l slpin (6 aed Slas g gl oo oul Colae YL ol ¥

ol iSTam 5 ¥ Cobsae jlade Jblas sl 1o .S o (asiine |, PCD gy oo JLo,l NVB,SEL

il oo

¢

b8 b7 hd  bS Meaning
00 1 0 bytecount = 2
oo 1 1 bytecount = 3
o1 0 0 bytecount = 4
0 1 0 1 bytecount= 5
0 1 1 0 bytecount = 6
0 1 1 1 bytecount =7

b4 b3 b2 bl Meaning

00 0 0 bitcount = 0
o0 0 1 bitcount = 1
0 0 1 0 bitcount = 2
00 1 1 bitcount = 3
0 1 0 o bitcount = 4
0 1 0 1 bitcount =5
a 1 1 0 bitcount = 6
0 1 1 1 bitcount = 7

NVB (g, laSas : V==Y Jyur

(bl aw ) SAK o 5550, —F-F—F—5
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Sless cpl (6 aed 9 00,5 ure |y yime ools cw T NVB a5 058 o Jlo,l Sy PICC Lawgs SAK

oo JLa) CRC-A ol e 45 5 i (glo o3 3 aleasg 45 SAK Ll asls cisllae UIDAO L ool

g

b8 b7 bé b5 b4 b3 b2 bl | Meaning

X b4 532 % X 1 b4 x | Cascade bit set: UID not complete

X X 1 X X 0 X % | UID complete,
PICC compliant with ISO/IEC 14443-4

SAK 6)\;645 : A-Y-Y J5..L">
L U315 oo was adl> o 2l PCD 4 s0ile 3L READY cl> o wsb PICC casls Jol5 UID 31
S3lloly 4 Cascade a> o ol

Cascade al> ;o g UID Wb gizeo —O-Y-¥-#

L wil, 3% Cascade al> o ¥ b jiSTas wb PICC s jo .ol o UID o 10,7,4 sl UID
PCD as ol el 0 Jobs UID 5l cond G il al> 1o 5o 50 .0yl cawas 1 UID slgiol aen

sace 0L UID ojlast ol i oo i 25 UID ojlasl s (Cascade a0 iSlas gllae 040 Jlo)|

Maximum cascade level UID size Number of UID bytes
1 single 4
2 double 7
3 triple 10

UID ojlail : 4-Y-¥ Jgu

0,8 o0 pll <, UID i 6y

v
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UID CLn «ub & Jels in Cascade al>,e 5. UID 5l o83 1<n<3
VID, n=0 {UID sln .yl

S b FLL o laxil &g 4 00 ailxe UID CLN s ol

CT AA LCascade o,

U] AU UID o slnl obgize sosas old UID (uid)
g oolatwl UID (S5 o3lail jo UIdO 51, wuls CT Cascade s AA lois

Ky, 2,5 4 solaisl sle solarul o «FE» B AY olis

UID size fPCD | '93' uidx = Byte numberx
single

JFicc [ uido | uidd [ uid2 | uid3 [BCC] CT = Cascade Tag

BCC = UID check hyte

UID size JPCD | '93' 95"
double

PICC [ ©T [ uido [ uid1 | uid2 |BCC] [ uid3 | vidd | uid5 | vids |BCC|
UID size JPcD | '93' ‘95! ‘97"
tripple

PICC | CT [ wid0 [ uid1 | uic2 |BCC]| | CT | uid3 [ uig4 | uid5 |BCC] [ uid6 | vid? | uid8 | uido [BCC|

| Cascade Level 1 D Cascade Level 2 o Cascade Level 3 |

Cascade |>l,0 ;jl oolatwl : A-Y-Y IS

DL o 5l (508 ol a5 ola PICC 61y J3ls o oo Cascade oy 5l Boa: S

Sl asls 1) Cascade o jlade wls UID3 L UID 0 a5 jo

: 09 Jloel WL PCD o JolS UID (40,91 s sl 25 a1

S oo ol 1) ) Cascade al> . PCD @ o5

aA
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S o, 1, SAK Cascade cs L PCD : ¥ oI5

s (g adl> SO g eols sl |, Cascade ad> o usl PCD g S Cascade e S1:F o8

A8 obl s Jelas

o Cascade co ol or 4 SAK Wb s ol adals UID alwsy 4 PICC G a5 Sloj 2 0 o8

553 ACTIVE Jl> & READY > 51 g asS L, 1,

14443-4 3 )l

19
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Sead B Sl — (ulal (e s @ LS palae @l plae — bl o @ s

SUE) IS g 1 algd Canid

8 —

D358 e 0l ia gl ) Jiles ISO/IEC14443 ) Caacd () 3
A g 5 PICC IS5y (a8 dlad sl Gis) gl sl -

O b 5 IS5 () o ek et o el -

ATS 5 RATS sl Al b gisa -

TC(1) <TB(1) TA(1) bl sleil -

PICC,PCD (s bl )l sl 8 sl n Skt 2 ) 50 (sl il Jly 80a -

A & 5 PICC IS5 s ol dlad s -

A lailid ) Caand cpl Gl 8 ¢ Cla cpl 0 AS 2 gl e il 8 Jald ) sl o lailiad — Y
3 e JSES ) |SO/IEC 14443

Sy Gl — e Hlae ol Gsn Gl — (Sl s &S [SO/IEC 14443
Q}nj s Gigy— Sl sla &S |SO/IEC 1:YVYY

ol L 0ad adine gla S — olulis sl &S [SO/IEC 7816-2

alyobes 5 dylad -¥

aumy Jgb —V-Y

Jﬁ_[br,o 455 Liod rl.m‘fl_oj \.l_>|3il_"$u|ﬁ_>\_¢-4_>a3_):_)hj3_b

Sod o swlxo 30) Jeeyd @oub I etu (etu)
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1 etu =128/(D=fc)

9_31.1_3_;1 etu Ol ol ol Y ol D ﬁ|~;@| BREE

B

1 etu = 128/fc
cowl odb  pakdio ISO/IEC 14443 s fc 4o ,S gols s
Joly -¥-¥

ool o JSSg 0 odld dy Jadld 45 wdly o 0jlog poyd g4 o
oS ol gl Jeld jbre 00!y JS TSy oJLE L awl iz
bl 0 S dedy 4 R

Kol Jedo Y-V

Ol do Low!l bkl JS Sy oJLd Jold 4SS a8 g
el o o= 4 cud Ly ol ad Loy 0 8 e 4SS o le )

£d -¥-

a5 31 A g4 5 PICC cwl oub o5l xusss ISO/IEC14443-3

.L_x_iu_.o 0o LS w! A - &;5')—.’ o xS Dyl S Uwl

Lr aLs — ¥
ACK positive ACKnowledgement
ATS Answer To Select
CID Card IDentifier
D Divisor

etu elementary time unit



fc
FSC
FSCI
FSD
FSDI
FWI
FWT
FWTtemp
I-block
INF
NAD
PCD
PICC
PPS
PPSS
PPSO
PPS1
R-block
RATS
RFU
S-block
SAK
SFGI
SFGT

melec.ir

s sal sl ol + S g I B sl 05 + OB (o sel lldas

carrier frequency

Frame Size for proximity Card

Frame Size for proximity Card Integer

Frame Size for proximity coupling Device

Frame Size for proximity coupling Device Integer

Frame Waiting time Integer

Frame Waiting Time

temporary Frame Waiting Time

Information block

INformation Field

Node Address

Proximity Coupling Device

Proximity Card

Protocol and Parameter Selection

Protocol and Parameter Selection Start

Protocol and Parameter Selection O

Protocol and Parameter Selection 1

Receive ready block

Request for Answer To Select

Reserved for Future Use

Supervisory block

Select AcKnowledge

Start-up Frame Guard time Integer

Start-up Frame Guard Time
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A £4PICC [T gy youid Jld O

pogd Jlesl il 5 sl Jud Sl

(bl 5 U515 0o ail> colys ,0) ISO/IEC14443-3 15 onis ools medss gjle b Sl e

ooty o0ls zeasgs ISO/IEC14443-3 15 SAK 55 oy o il ATS S, 5525 SAK ol g5, 4o %

oold sy ¥ idu 4o a5 HALT jgws 5l oolazwl b cansl azd, HALT cdl> 4 el S PICC

..L..:L..» 9> g4 ATS ) ;‘ Sl 03U

ol 09290 ] ;o ATS a5 SAK il ,0 5l o o H5iws lgie & PCD lawgs ol ,Son RATS 3
Sl Jlw)]

SSTaes b RATS o lais &b PICC oS L)l RATS &ul gleie a4 1) 045 ATS &L PICC =

g 2l s ol 5l aw ds RATS

Lsgs Cel 50 PPS ceslgm 5 oSy S o Sluiiy AIS s o5 LB cla el 51 PICC ST 5

Do oolaiwl b el )b puxs gl ATS Cdl o 5l s (gom jgiws olee 4 PCD
&S syl swlg> 50 PPS Cls> lgie a5 PPS il 6wl PICC

o Shwio 1) ATS jo s BB sla ol )b a7 Slej o,las PPS Gldas sl 4y (55l PICC S

PCD Lwgs A &y PICC Goludlad NV -F-Y S s

VoY
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s

( Fieldon

1
‘ Send REQ |
SR RES

v |
IReceiveATQ | SendWUPA | HALT
] ool

v

State
¢~ Anticollision ™, Send HLTA
~._ Loop . ——

| =S

_ATS S o {Non ISONEC;
< available? - 1 144434
Protot_:glﬂ K

SO/IEC 144433

Lohd

yeé,'"/

Send RATS
| DESELECT Resp.]

f

| DESELECT Ret{_]

Recelve ATS

_PPS™
/ ~_yes
<supported 27

Activaticn Sequanca
De-Activation Sequence

ISO/IEC 144434

Fioy p )

.:,«-Paramel-e? . yes
“'c_r_]angq;?f |

no '

PPS Resp.

Y
v

~ Exchange
Transparen! ) .
. Data -~ ,

(RATS) il 4 gowly (gl Cawles 5o —1-0

OS5 o ole 1y olde eles L RATS o oyl

02,8 o5l oy i85 FSD aiS o 6,55 50, 1, FSD § 098 oo 00uel FSDI b8 b b5 YL ol s %

el 0 Bl Y Jgaz ;0 FSD (5, K550, i il o wilgs oo PCD oS wisly o

50 185 0,50 PICC _dlats sac ooms yLis g 995 oo 00l CID c b1 5 b4 ol ol o %

wd‘)" ijow@WPCD .la.wy CID Ml)saRFU VO )|..\.o.c ML)GA \F G- IATRE

VoF
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aS slej lm CID awa ACTIVE el o lojes jsb 4y aS ail 0,8 4y yaso b PICC (5

eyl o as oS eolaiwl 0z Slulis e 4 CID 51 L PICC 4wl oo <ol el Jled PICC

ATS i | 4 Gowly ~Y-0

&S oo pateine |y radlg> den LATS an )

Slp Bl B8 o ke wils 59340 PICC G Loy Sl ATS o 94050 5 S as by

TL

TO

TA(1)

TB(1)

TC(1)

T

Tk

CRC1

CRC2

Length byte

Format byte
..... codes Y(1) and FSCI

Interface bytes
..... codes DS and DR

..... codes FWIl and SFGI

codes protocol options

Historical bytes

Db Jlagl 5,50 Q‘

ATS 6 y-f-v JS,.:

b ol (g iy —1-Y-0

3l oo ) e A g ST Gl (goveie Sl ol en 4 TL ol Jsb o5l

To ol JJBG 5
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TC(1) TB(1) TA(1) bl slemb #
TK 6 T1 acsds slenb *
Caly Jsb ~Y-Y-b

TL & CRC ol 90 .08 oo saseine |y o065 ol por 4y JLu)l ATS Job g el o Ll TL ol Jsb
g sad 3L
FSD-2 5l ol TL Jloie gSlas cplplo .auS 59los ool ool las FSD 5l sl ATS o3lusl jzSTas

S gl
ol JBE-Y-Y-0

Dlgs o s ATS ol o Ssg0 095 Sy 5l st Jsb a5 Sloj 5l g Cenl 6,k TO culy LG

Al ogzge Cul LJB plas Sloy yo il g sl sl

ol o Coomd 4w Julis TO

25l oo REU G jlaie ol o 0L 08 oy 5 (35,1 L

2ib L TC ) «TBA) TA@D) srs (bbs )l slo ol jgia> 5 oaums Lis b5,b6,b7 slys

SSTa> FSC oS o 6,55 50, 1, FSC g 098 o0 0auslb FSCI b1 5 b4 o 3,1 o5 ol o %
& odd slas as il o ¥ FSCl 5,8 o Jlade ail (oo PICC Lavgs ool Jou8 03,8 S5 ojlu]

il o FSD 68550, aslice FSC 68550, il o b ¥Y FSC 5,
TAQ) bliyl culi—F-Y-0

29 oo Ceond T Jolls ol )l



Mmelec.ir ool o+ s G5l il o35 + 08 3554l e
S8y S o0 5,50, Cuz o 0 ) B sle ade pode 6,55 4 Jleis] b8 3, b e

cabl e )5l OB PICC s0i 0 (SO Cas oyl

00sel DS 45 43S o (5,550, PCD & PICC gz (sl PICC s ¢ 5 o)1 b7 5 b5 glo g 3¢

DAL (D) wl o G Hlde 29 (o

s e S e (6,505 3,1 6 DR a5 |, PICC 4y PCD oy ¢ 5 codyls b3 5 b1 glyy =

ol ()b wl gy

el 33 6l PPS 5y b 51 PCD Lawsgi gz ,2 50 D Lol 750 Sy s
TB(1) bl ,l el -Y-8

2l oo 23T B 08 s 5 med 3l ey 50,5 Laseiie sl cal
0l e o g0 ol TB() bl ol

S e 65550, |y FWT 5 05 o oomels FWI b8 1 b5 YL ol o #

I, SFGT (s (5lym 00 S ©yo piiio S g 0440 o0 00wl SFGI DA B b1 ol <ol s %
G v 8 sl o gl o eolel 51 8 PICC 55 5,90 o5 0,8 oy SFGT oS 0 5,555,
RFU 155 V0 oo 098 0 6,050, VF b+ 0090w ;0 SFGI .08 o asie | ATS Lol 5l o
VE L) oogamme ;0 polie g Canad 5L 0,50 SFGT e a5 ol (pl oains lis jao lade .ail

o] ).0.«4 ).3‘).3 SFGI uo).% L)“‘"’ )‘..\.O.ao ..bg.m < ool SFGT ML?LO é“).!
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Parameter Min Type Ma Units
Yoltage 4. 5 5. 0 5. 0 Y
Current

90 mA

(include antenna)
Initialization time 100 500 MS
Opertating temperature =95 +85 (2,
Storage temperature —40 +125 o

YLMFO18 _55: Y-F Joor

Pl JSSgp #-0-F

adh oo p) sl Dyge 4 (Lo b Jloyl ol e

COMMAND :
Data length XOR SUM
(Byte)
Head 02 Fixed: OxAA | OXBE
Length 02 There are several effective hytes that including FF 00

KOR follows this column.
Node ID 02 Destination Node Address Number. X S

xx  xx Low byte first

00 00: Broadcastto each reader.

Function 02 It will be transmission ability of each different X S

code command . Low hyte frist

Data 00~D0 Data length is not fixed, according to its purpose. | X

XOR 01 XKOR each byte from Node |ID to Last Data byte ]
with OxFF.
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Data length
(Byte)
Head 02 Fixed: OxAA | OxBBE
Length 02 There are several effective bytes that including
XOR follows this column.
Node ID 02 Destination Node Address Number.
¢ xx Low byte first
00 00: Broadcastto each reader.
Function 02 It will be transmission ability of each different
code command . Low hyte frist
Status 1 Reply result | if succeed is 0 ,otherfail .
Data 00~Do Data length is not fixed, according to its purpose.
XOR 01 XOR each byte from Node ID to Last Data byte

Baud_parameter :

0 =4800;

1 =9600;

2 =14400;
3 =19200;
4 = 28800;
5 = 38400;
6 = 57600;

Y.

8l s el LB F-F Jgur

Ol ygws V-0-F

Baud Rate oLl : s Slee

aa bb 06 00 00 01 01 “Baud_para” “xor Chk” : _J&

7 =115200;
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oolizul (Select Mifare) ,ale Clssl jgiws jo !, L jgiws 5l odwl caws 0 &)l8 Jbyw - F
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. asb oo Mifare.c g Main.c Js6

: Main.c

#include <mega32.h>
#include <delay.h>
#include "mifare.h"
#include <alcd.h>

#include <stdio.h>

// Declare your global variables here
char rx_buffer[26];

unsigned char rx_index;

unsigned char data[16]={48,48,48,48,48,48,48,48,48,48,48,48,48,48,48,48};
unsigned char test[9]={0xaa,0xbb,0x05,0x00,0x00,0x00,0x04,0x01,0x05};

unsigned char temp[20];

void main(void)
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{

// Declare your local variables here
unsigned char i;

bit j=0;

PORTA=0x00;

DDRA=0x00;

PORTB=0x00;

DDRB=0x00;

PORTC=0x00;

DDRC=0x00;

PORTD=0x00;

DDRD=0x00;

TCCRO=0x00;
TCNTO=0x00;

OCR0=0x00;

TCCR1A=0x00;

YYY
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TCCR1B=0x00;

TCNT1H=0x00;

TCNT1L=0x00;

ICR1H=0x00;

ICR1L=0x00;

OCR1AH=0x00;

OCR1AL=0x00;

OCR1BH=0x00;

OCR1BL=0x00;

ASSR=0x00;
TCCR2=0x00;
TCNT2=0x00;

OCR2=0x00;

MCUCR=0x00;

MCUCSR=0x00;

TIMSK=0x01,;

#asm("sei")

// USART initialization

// Communication Parameters: 8 Data, 1 Stop, No Parity

AR
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// USART Receiver: On

// USART Transmitter: On

// USART Mode: Asynchronous

// USART Baud Rate: 19200

UCSRA=0x00;

UCSRB=0x18;

UCSRC=0x86;

UBRRH=0x00;

UBRRL=0x19;

ACSR=0x80;

SFIOR=0x00;

ADCSRA=0x00;

SPCR=0x00;

TWCR=0x00;

lcd_init(16);

lcd_clear();

lcd_gotoxy(0,0);

delay_ms(20);
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lcd_putsf("Be Name Alim");
delay_ms(2000);
lcd_clear();
lcd_gotoxy(0,0);
for(i=0;i<9;i++)

{

putchar(test[i]);

Iy

for(i=0;i<20;i++)

{
templi]=getchar();
Iy
for(i=9;i<20;i++)

{
lcd_putchar(templi]);
delay_ms(5);

Iy

UCSRB=0x98;
delay_ms(2000);
for(i=0;i<20;i++)

{

templi]=0;

Iy
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if(cmd_setanten(1));
delay_ms(2000);

lcd_clear();

lcd_gotoxy(0,0);

while (1)

{

if(connect(4))

{

lcd_clear();

lcd_gotoxy(0,0);
delay_ms(5);

lcd_putsf("Credit Card :");
delay_ms(1);

lcd_gotoxy(0,1);

cmd_readmifare(4,data);

for(i=16;i>0;i--)

{

if((data[(i-1)]==48)&&j==0) j=0;

else

{

=1,

lcd_putchar(data[(i-1)]);

VYA
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if(j==0) lcd_putsf("0");
if((PINA.0==0)&&j==1)
{

for(i=0;i<16;i++)

{

if(data[i]==48) datali]=57;
else

{

datali]-=1;

break;

}

}

cmd_writemifare(4,data);

while(!PINA.O);

}

if(PINA.1==0)

{
for(i=2;i<16;i++)
{

if(data[i]==57) data[i]=48;

Y4
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else

{
datali]+=1;
break;

}

}

cmd_writemifare(4,data);

while(IPINA.1);

}
if(PINA.2==0)
{
for(i=0;i<16;i++)
{

data[i]=48;
}

cmd_writemifare(4,data);

while(!PINA.2);

delay_ms(500);

else

{

lcd_clear();
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lcd_gotoxy(0,0);
delay_ms(5);
lcd_putsf("No Cards Available!!!");
delay_ms(500);
}
j=0;
}
}

: Mifare.c

#include "mifare.h"
#include <alcd.h>
#include <delay.h>
#include <stdlib.h>
extern char rx_buffer[];

extern unsigned char rx_index;

unsigned char cont_timO;unsigned char c_tim0;
bit g_bTimeOut=0;bit g bReceCommandOk=0;

char comd_number;

//

const unsigned char baud_table[4] ={ 0x00, 0x00, 0x01, Ox01 };

YY)
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const unsigned char setled_table[4] ={ 0x00, 0x00, 0x07 , Ox01 };
const unsigned char setanten_table[4] ={ 0x00, 0x00, OxOc, 0x01 };
const unsigned char Request_table[4] ={ 0x00, 0x00, 0x01, Ox02 };

const unsigned char anticollision_table[4] ={0x00, 0x00, 0x02, 0x02 };
const unsigned char select_table[4] ={ 0x00, 0x00, 0x03 , 0x02 };
const unsigned char Authentication_table[4] ={0x00, 0x00, Ox07 , 0x02 };
const unsigned char readmifare_table[4] ={ 0x00, 0x00, 0x08 , 0x02 };
const unsigned char writemifare_table[4] ={ 0x00, 0x00, 0x09, 0x02 };
const unsigned char halt_table[4] ={ 0x00, 0x00 , 0x04 , 0x02 };

//

// Timer 0 overflow interrupt service routine
interrupt [TIMO_OVF] void timer0_ovf_isr(void)
{
// Place your code here
TCCRO0=0x00;//stop timer0
cont_timO++;
if (cont_timO==c_tim0){
g bTimeOut=1;
cont_tim0=0;
}
else {

g bTimeOut=0;

Y'Y
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TCCR0=0x03;//start timer0

|5

// USART Receiver interrupt service routine
interrupt [USART_RXC] void usart_rx_isr(void)
{
char status=0,data;
status=UCSRA;
data=UDR;
if (!(status & 0x10))
{
rx_buffer[rx_index]=data;
rx_index++;
switch (cmd_number) {
case 0: //cmd_baud
case 1: //cmd_setled
case 2: //cmd_setanten
case 6: //cmd_Authentication
case 8: //cmd_writemifare
case 9: //cmd_halt

if (rx_index==10)
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{
rx_index=0;
if (rx_buffer[8]==0) g_bReceCommandOk=1;
cont_tim0=0;TCCRO=0x00;//stop timer0
}
break;
case 3: //cmd_Request
if (rx_index==12)
{
rx_index=0;
if (rx_buffer[8]==0) g_bReceCommandOk=1;
cont_tim0=0;TCCR0O=0x00;//stop timer0
}
break;
case 4: //cmd_anticollision
if (rx_index==14)
{
rx_index=0;
if (rx_buffer[8]==0) g_bReceCommandOk=1;
cont_tim0=0;TCCRO=0x00;//stop timer0
}
break;

case 5: //cmd_select
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if (rx_index==11)
{
rx_index=0;
if (rx_buffer[8]==0) g_bReceCommandOk=1;
cont_tim0=0;TCCR0=0x00;//stop timer0
}
break;
case 7: //cmd_readmifare
if (rx_index==26)
{
rx_index=0;
if (rx_buffer[8]==0) g_bReceCommandOk=1;
cont_tim0=0;TCCRO=0x00;//stop timer0
}
break;
Iy
}
}

//*****************

char cmd_baud(unsigned char a)

{

chari;

unsigned char xxor=0;
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cmd_number=0;rx_index=0;g_bReceCommandOk=0;
g bTimeOut=0;cont_tim0=0;c_tim0=100;TCCR0=0x03;//start timer0
putchar(Oxaa);
putchar(Oxbb);
putchar(0x06);
putchar(0x00);
for(i=0;i<4;i++)
{
putchar(baud_table[i]);
xxor = baud_table[i];
}
putchar(a);
Xxor A= a;
putchar(xxor);
while (!g_bReceCommandOk && !g_bTimeOut);
if (!g_bTimeOut)
return true;
else

return false;

}

//*****************

char cmd_setled(unsigned char a)

{

Y7
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chari;
unsigned char xxor=0;
cmd_number=1;rx_index=0;g_bReceCommandOk=0;
g bTimeOut=0;cont_tim0=0;c_tim0=100;TCCR0=0x03;//start timer0
putchar(Oxaa);
putchar(Oxbb);
putchar(0x06);
putchar(0x00);
for(i=0;i<4;i++)
{
putchar(setled_table[i]);
xxor A= setled_table[i];
}
putchar(a);
Xxor A= a;
putchar(xxor);
while (!g_bReceCommandOk && !g_bTimeOut);
if (!g_bTimeOut)
return true;
else

return false;

}

/ 3k 3k 3k 3k %k >k %k %k 5k %k >k %k %k %k %k %k %k

YV
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char cmd_setanten(unsigned char a)
{
chari;
unsigned char xxor=0;
cmd_number=2;rx_index=0;g_bReceCommandOk=0;
g_bTimeOut=0;cont_tim0=0;c_tim0=100;TCCRO=0x04;//start timer0
putchar(Oxaa);
putchar(Oxbb);
putchar(0x06);
putchar(0x00);
for(i=0;i<4;i++)
{
putchar(setanten_table[i]);
xxor A= setanten_table[i];
}
putchar(a);
Xxor A= a;
putchar(xxor);
while (!g_bReceCommandOk && !g bTimeOut);
if (Ig_bTimeOut)
{

return true;

}

YYA
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else

return false;

}

//*****************

char cmd_Request(unsigned char a,unsigned int *tag_type)
{

char i;

unsigned char xxor=0;

cmd_number=3;rx_index=0;g_bReceCommandOk=0;

;8 _bTimeOut=0;cont_tim0=0;c_tim0=100;TCCR0=0x03;//start timer0
putchar(Oxaa);

putchar(Oxbb);

putchar(0x06);

putchar(0x00);

for(i=0;i<4;i++)

{

putchar(Request_table[i]);

xxor A= Request_table[i];

}

putchar(a);

xxor A= a;

putchar(xxor);

yY4
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while (Ig_bReceCommandOk && !g bTimeOut);
if (!g_bTimeOut)
{
*tag_type=(unsigned int)((unsigned int)(rx_buffer[9]<<8)|rx_buffer[10]);
return true;
}
else

return false;

}

/ 3k %k 3k 3k %k %k %k >k >k %k %k %k %k >k %k %k *k

char cmd_anticollision(unsigned char *serial)
{
chari;
unsigned char xxor=0;
cmd_number=4;rx_index=0;g_bReceCommandOk=0;
g bTimeOut=0;cont_tim0=0;c_tim0=200;TCCRO=0x03;//start timer0
putchar(Oxaa);
putchar(Oxbb);
putchar(0x05);
putchar(0x00);
for(i=0;i<4;i++)

{
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putchar(anticollision_tableli]);
xxor A= anticollision_table[i];
}
putchar(xxor);
while (!g_bReceCommandOk && !g_bTimeOut);
if (g_bTimeOut)
{
*(serial+0)=rx_buffer[9];
*(serial+1)=rx_buffer[10];
*(serial+2)=rx_buffer[11];
*(serial+3)=rx_buffer[12];
return true;
}
else

return false;

}

//*****************

char cmd_select(unsigned char a,unsigned char b,unsigned char c,unsigned
char d)

{

char i;
unsigned char xxor=0;

cmd_number=5;rx_index=0;g_bReceCommandOk=0;

YEY
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g bTimeOut=0;cont_tim0=0;c_tim0=100;TCCR0O=0x03;//start timer0
putchar(Oxaa);
putchar(Oxbb);
putchar(0x09);
putchar(0x00);
for(i=0;i<4;i++)
{
putchar(select_tablel[i]);
xxor A= select_tablel[i];
}
putchar(a);xxor A= a;
putchar(b);xxor A= b;
putchar(c);xxor A= c;
putchar(d);xxor A=d;
putchar(xxor);
while (!g_bReceCommandOk && !g bTimeOut);
if (!g_bTimeOut)
{
return true;
}
else

return false;

YFY
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/ %k %k %k 3k %k >k %k %k %k *k >k %k %k %k %k %k *k

char cmd_Authentication(unsigned char b_key,unsigned char a_block,unsigned
char a,unsigned char b,unsigned char c,unsigned char d,unsigned char
e,unsigned char f)

{

char i;

unsigned char xxor=0;
cmd_number=6;rx_index=0;g_bReceCommandOk=0;

g bTimeOut=0;cont_tim0=0;c_tim0=25;TCCR0=0x03;//start timer0
putchar(Oxaa);

putchar(Oxbb);

putchar(0x0d);

putchar(0x00);

for(i=0;i<4;i++)

{

putchar(Authentication_table[i]);

xxor A= Authentication_table[i];

}

putchar(b_key);xxor A= 0x60;

putchar(a_block);xxor A= a_block;

putchar(a);xxor A= a;

putchar(b);xxor A= b;

putchar(c);xxor *=c;

putchar(d);xxor A=d;

YFY
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putchar(e);xxor A= g;
putchar(f);xxor A= f;
putchar(xxor);
while (!g_bReceCommandOk && !g bTimeOut);
if (g_bTimeOut)
{
return true;
}
else

return false;

}

//*****************

char cmd_readmifare(unsigned char _block, unsigned char *ptr)

{

chari;

unsigned char xxor=0;

cmd_number=7;rx_index=0;g_bReceCommandOk=0;

g bTimeOut=0;cont_tim0=0;c_tim0=100;TCCR0=0x03;//start timer0

putchar(Oxaa);
putchar(Oxbb);
putchar(0x06);
putchar(0x00);

for(i=0;i<4;i++)
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{

putchar(readmifare_table[i]);
xxor A= readmifare_tableli];

}

putchar(_block);
xxor A= _block;
putchar(xxor);
while (!g_bReceCommandOk && !g_bTimeOut);
if (Ig_bTimeOut)

{
for(i=0;i<16;i++)

*(ptr+i)=rx_buffer[i+9];
return true;
}
else

return false;

}

//*****************

char cmd_writemifare(unsigned char _block, unsigned char *ptr)

{

chari;

unsigned char xxor=0;

Y¥FO
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cmd_number=8;rx_index=0;g_bReceCommandOk=0;

g bTimeOut=0;cont_tim0=0;c_tim0=100;TCCR0=0x03;//start timer0

putchar(Oxaa);
putchar(Oxbb);

putchar(0x16);
putchar(0x00);
for(i=0;i<4;i++)
{

putchar(writemifare_tableli]);
xxor A= writemifare_table[i];

}

putchar(_block);xxor *= _block;

for (i=0;i<16;i++)
{

putchar(*(ptr+i));
xXxor A= *(ptr+i);
Iy
putchar(xxor);
while (!g_bReceCommandOk && !g bTimeOut);
if (Ig_bTimeOut)
{

return true;

}

A
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else

return false;

}

/ 3k %k 3k %k %k %k %k >k ok %k %k %k %k %k %k %k *k

char cmd_halt(void)
{
char i;
unsigned char xxor=0;
cmd_number=9;rx_index=0;g _bReceCommandOk=0;
g bTimeOut=0;cont_tim0=0;c_tim0=100;TCCR0O=0x03;//start timer0
putchar(Oxaa);
putchar(Oxbb);
putchar(0x05);
putchar(0x00);
for(i=0;i<4;i++)
{
putchar(halt_tableli]);
xxor A= halt_table[i];
}
putchar(xxor);
while (!g_bReceCommandOk && !g bTimeOut);
if (Ig_bTimeOut)

{

\Ra%
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return true;

}
else

return false;
}

/!

char connect(char _block)
{
unsigned int tag_type;

unsigned char serial[4];

//Request

if(cmd_Request(0x52, &tag_type))

{

if( cmd_Request(0x52, &tag_type) &&

cmd_anticollision(serial) &&

cmd_select(serial[0],serial[1],serial[2],serial[3]) &&

cmd_Authentication(0x60,_block,0xff,0xff,0xff,0xff,0xff,0xff) )
{

return true;

Iy

Iy

return false;
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